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INSC review completed - may be declassified in full

NSSD 2-82 OUTLINE

Comprehensive review of US capabilities to detect, analyze,
and counter the foreign intelligence threat.

I. Overall US objectives and policy regarding detection,
analysis, and countering of the totality of intelligence -
collection and other activities dlrected against the US by
foreign intelligence services.

II. Brief Summary of the Threat.

A. Brief review of the intelligence collection
threat (drawing on the annual DCI Hostile Intelligence
Services Multidisciplinary Threat Assessments and other
vulnerability assessments).

1. By country (Bloc and non—Bloé).

2. By collection technique (e.g., human sources,
imagery, SIGINT, etc.).

3. By threat to specific US information targets
(e.g., weapons development information, operational military,
economic, high technology, secure communications, US intelli-
gence collection systems, diplomatic, etc.).

B. Brief review of the threat from other foreign
intelligence service activities (e.g., "active measures,”
technology theft, disinformation, subversion, maskirovka,
deception, etc.).

1. By country.
2. By technique.
3. "By specific target (identified in II. A. 3.).

III. Review of total overall US capability to detect,
analyze, and counter all aspects of each of these threats.

A. Objectives and policy development, planning, and
effectiveness and evaluation.

1. Process, structure, and methodology for
developing US national objectives and implementing policies
and priorities.

2. Process, structure, and methodology for long
range planning.
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3. Process, structure, and methodology for
gauging the effectiveness of US capabilities and efforts.

B. Detecting the Threat.

1. Responsibility for detecting each foreign
intelligence activity by department, agency, etc.

2. Responsibility and capability for detectihg
threats to specific information targets identified in
IXI. A. 3. above.

C. Analyzing the Threat.

1. Responsibility and capability for analyzing
intelligence information on all aspects of each foreign
intelligence activity by department, agency, etc.

2. Responsibility and capability for analyzing ,
intelligence information concerning threats to specific
information targets identified in II. A. -3. -above.

3. Specific threat assessment, production
responsibilities, and capabilities.

a. How analytic information is presented to
decisionmakers.

b. How intelligence on this threat impacts
national security decisionmaking (e.g., Bloc diplomatic
personnel strengths, diplomatic establishment locations,
exchange programs, trade and economic relations, technology
transfer, "active measures"). ‘

c. Analytic methodology.

D. Countering the Threat.

1. Responsibilities and capabilities for countering
all aspects of each foreign intelligence activity by depart-
ment, agency, etc.

2. Responsibilities and capabilities for countering
each foreign intelligence activity by discipline category
(e.g., counterintelligence, protective security for US
Government, contractor, private sector, communications
security, operations security, personnel security, computer
security, counterimagery, etc.).

3. Responsibilities and capabilities for countering
all aspects of each foreign intelligence activities threat
to specific information targets identified in II. A. 3. above.
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IV. Adequacy, strengths, vulnerabilities, and weaknesses
of each of these capabilities. ‘

A. Objectives; policy development, long range
planning, evaluation. ‘

B. Detection.

C. Analysis - need for a coordinated analysis capability
to perceive the threat in its totality.

D. Countermeasures.

E. Legal, guidelines, procedural, and structural
impediments. '

V. Recommendations for improving capabilitiés, procedures,
etc.
A. Objectives and policies.
B. Resource requirements.
{ { ' '
1. Framework for determining the most effective
application of budgetary and personnel resources. Usefulness

of developing a subject/target technique.

C. Disposition of recommendations from each hostile
intelligence service multidisciplinary threat and US counter-
measures study. )

VI. Prepare draft NSDD and recommendations for other directives,
implementing procedures, actions, etc.

T0P SFLRFT

Approved For Release 2008/01/23 : CIA-RDP84B00049R000501230005-1

25X1

25X1.




B . Approved For Release 2008/01/23 : CIA-RDP84B00049R000501230005-1

SECRET "

OUTLINE FOR NATIONAL SECURITY »
STUDY.DIRECTIVE‘2/821STUDY.

National Security Study Directive 2/82 'is intended to
result in a comprehensive analysis of the ‘countermeasures. capability: -
of the United States to meet the total hostile ‘intelligence ‘threat. 25X1
ThHis will be accomplished by a detailed examination of '
eash hostile intelligence discipline to include:

HUMAN SOURCES. °

25X1
SIGINT -

25X1 '
IMAGERY.

25X1
ACOUSTIC INTELLIGENCE '
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Each of the listed hostile intelligence disciplines will
be examined from ?;ve aspects. 25X1
t

[

1. THREAT

A detailed account of the threat broken
down by each hostile country -

In CONUS

- Overseas

- Inter-relationship of hostile countries -

2.. U. 8. CAPABILITIES '

- DeScription’of the countermeasure
of each agency involved in countering
the specific hostile dlSClpllnei

- Coordination between agencies

- Document, physical, personnel,

' communications security to be
included as annexes.

3. DEFICIENCIES

~ Perceived shortfalls
-~ Legal and procedural limitations -
-~ Free vs closed society -

4, RESOURCE CONSIDERATIONS

- Current -
- Projected 1985 to 1990 ‘needs

5. PO}LC{;RECOMMENDATIONS '
. ,

- Adequ of present organizational
structoxe
~ ~ Recomme ed“ﬁ nsfer of jurisdictional

' resp@nsibili s if any
- - Recommended NSDs w 're'appropriate.
- Reqommendatlons conce ng desirability

r’of establishing an all sqg}ce“information'
" and analysis capability .
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